
  
 

EXHIBIT “A” 

DATA PROCESSING ADDENDUM 

This Data Processing Addendum (this "Addendum") is incorporated into and forms part of the 
Zetane Platform Terms of Service (the "Agreement") between Zetane Systems Inc. ("Zetane") 
and the entity or individual agreeing to the Agreement ("Customer"). This Addendum applies to 
the extent that Zetane processes Personal Data on behalf of Customer in the course of providing 
the services described in the Agreement (the "Services"). 
 
In the event of any conflict or inconsistency between the Agreement and this Addendum, the terms 
and conditions of this Addendum will control. Except as modified herein, all terms and conditions 
of the Agreement will apply to this Addendum and remain in full force and effect. 

1. Definitions 

The following capitalized terms will have the following meanings. Any capitalized term that is not 
defined in this Section 1 or otherwise in this Addendum will have the meaning given to it in the 
Agreement. 

1.1. “Applicable EU Law” means any applicable law of the European Union (or the law of 
one or more of the Member States of the European Union). 
 

1.2. “California Privacy Law” means, as applicable, the California Consumer Privacy Act, 
as amended by the California Privacy Rights Act, and related regulations. 
 

1.3. “Canadian Privacy Laws” means applicable Canadian federal and provincial privacy 
laws, which may include, as applicable, Canada’s Personal Information Protection and 
Electronic Documents Act, SC 2000, c.5, British Columbia’s Personal Information 
Protection Act, SBC 2003, c 63, Alberta’s Personal Information Protection Act, SA 2003, 
c P-6.5 and Quebec’s Act respecting the protection of personal information in the private 
sector, CQLR c P-39.1. 

 
1.4. “Data Processing Particulars” means in relation to any Processing under this 

Addendum: 
 

(a) the subject matter and duration of the Processing; 
(b) the nature and purpose of the Processing; 
(c) the type of the Personal Information being Processed; and  
(d) the categories of Data Subjects. 

 
1.5. “Data Protection Impact Assessment” means an assessment of the impact of the 

envisaged Processing operations on the protection of Personal Information as required by 
Article 35 of the EU GDPR. 

 
1.6. “Data Subject” means an identified or identifiable natural person. In the context of 

Personal Information subject to California Privacy Law, the term also includes an 
identified or identifiable household. 
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1.7. “EU GDPR” means the current Regulation (EU) 2016/679. 

 
1.8. “Personal Information” means information about a Data Subject that is transferred by 

Customer or its permitted agents to Zetane pursuant to the Agreement. 
 

1.9. “Privacy Breach” means a breach of security leading to the accidental or unlawful 
destruction, alteration or loss of, unauthorized access to, or unauthorized disclosure of 
Personal Information. 

 
1.10. “Privacy Laws” means any law, statute, regulation, or other legally binding 

restriction governing the Processing of Personal Information, which may include, as 
applicable, EU GDPR and Directive 2002/58/EC, UK GDPR, Canadian Privacy Laws, 
and U.S. State Privacy Laws. 

 
1.11. “Process” means any operation or set of operations that is performed on Personal 

Information or on sets of Personal Information, whether or not by automated means, such 
as the collection, use, modification, retrieval, disclosure, retention, storage, deletion or 
management. 

 
1.12. “Standard Contractual Clauses” means the standard contractual clauses for the 

transfer of personal data to third countries set out in the European Commission 
Implementing Decision (EU) 2021/914 of 4 June 2021. 
 

1.13. “Supervisory Authority” means an independent public authority tasked with the 
regulation, oversight and enforcement of applicable Privacy Laws, including supervisory 
authorities established by an EU Member State or the United Kingdom to monitor the 
application of the EU GDPR or the UK GDPR, respectively. 

 
1.14. “UK GDPR” means the EU GDPR as it forms part of the law of England and 

Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union 
(Withdrawal) Act 2018 (and see section 205(4)) and the UK Data Protection Act 2018 (as 
amended). 

 
1.15. “U.S. State Privacy Laws” means, as applicable, the California Privacy Law and 

other generally applicable, non-sectoral U.S. state privacy laws (and their regulations, if 
any) modeled on the California Privacy Law, as they become effective, such as: Virginia 
Consumer Data Protection Act; Colorado Privacy Act; Connecticut Act Concerning 
Personal Data Privacy and Online Monitoring; Utah Consumer Privacy Act; Texas Data 
Privacy and Security Act; Oregon Consumer Privacy Act; Florida Digital Bill of Rights; 
Montana Consumer Data Privacy Act; Iowa Consumer Privacy Act; Tennessee 
Information Protection Act; Indiana Consumer Data Protection Act; New Jersey Privacy 
Act; New Hampshire Privacy Act; Delaware Personal Data Privacy Act; Kentucky 
Consumer Data Protection Act; Nebraska Data Privacy Act; Minnesota Consumer Data 
Privacy Act, Maryland Online Data Privacy Act; and Rhode Island Data Transparency 
and Privacy Protection Act. 

 
2. Data Processing and Security Responsibilities  
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2.1. Customer and Zetane will each comply with Privacy Laws that apply to it in relation to 

any Personal Information Processed under the Agreement. 
 

2.2. Customer represents and warrants that it: 

a) has obtained and provided, and will continue to obtain and provide, all necessary 
consents and notices, and otherwise has and continues to have all necessary authority, 
to permit Zetane to perform its obligations and exercise its rights in connection with 
the Processing of Personal Information under the Agreement, and will inform Zetane 
immediately if any such consents or authority are withdrawn or can no longer be relied 
upon; 

b) has ensured and will continue to ensure that there are valid legal bases to enable Zetane 
to Process Personal Information in the manner and for the purposes contemplated under 
the Agreement (including this Addendum); 

c) has ensured and will continue to ensure that all Personal Information Processed by 
Zetane is accurate and up-to-date, and limited to what is necessary to enable Zetane to 
perform its obligations and exercise its rights under the Agreement;  

d) has not and will not provide Zetane with access to “protected health information” for 
which Customer (or Customer’s customer) is subject to the U.S. Health Insurance 
Portability and Accountability Act of 1996, as amended (“HIPAA”) without first either 
(i) deidentifying such information in compliance with the HIPAA deidentification 
standard, such that it no longer constitutes “protected health information”; or (ii) 
entering into a “business associate agreement” with Zetane within the meaning of 
HIPAA; and  

e) has Processed and will continue to Process the Personal Information in accordance with 
all applicable Privacy Laws. 

2.3. In the course of Processing Personal Information on behalf of Customer as detailed in 
Annex A to this Addendum, Zetane will: 

a) except as otherwise permitted herein, only Process Personal Information for the 
purpose of rendering the Services as described in Annex A and as otherwise instructed 
by Customer in writing from time to time or as required or permitted by applicable law; 

b) not transfer or disclose any Personal Information to any third party except as (i)  
permitted under the Agreement (including as contemplated by Section 4 of this 
Addendum), (ii) otherwise authorized by the Customer in writing, or (iii) required 
under applicable law (in which case subsection c) below will apply); 

c) where any transfer or disclosure of Personal Information is required by a governmental 
authority or applicable law, provide reasonable notice to Customer of such compelled 
disclosure (except where legally prohibited from providing such notice, such as on 
important grounds of public interest) so that Customer has an opportunity to take such 
steps as it desires to challenge or contest such disclosure or seek a protective order;  

d) not “sell” Personal Information within the meaning of U.S. State Privacy Laws, and 
not “share” Personal Information within the meaning of California Privacy Law; 
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e) to the extent California Privacy Law applies: (i) not retain, use or disclose Personal 
Information outside of the direct business relationship between Zetane and Customer 
within the meaning of California Privacy Law unless permitted by California Privacy 
Law; (ii) comply with any applicable restrictions under California Privacy Law on 
combining the Personal Information that Zetane receives from, or on behalf of, 
Customer with personal information that Zetane receives from, or on behalf of, another 
person or persons, or that Zetane collects from any interaction between it and a Data 
Subject; and (iii) otherwise comply with applicable provisions of California Privacy 
Law, including by providing the Personal Information subject to California Privacy 
Law with the level of protection California Privacy Law requires, and promptly notify 
Customer if Zetane determines that Zetane can no longer comply with California 
Privacy Law; 

f) promptly inform Customer if, in Zetane’s opinion, any instruction received from 
Customer infringes Applicable EU Law;  

g) except to the extent legally prohibited, promptly notify Customer in writing of any 
enquiry or complaint received from a Data Subject relating to the Data Subject’s rights 
under Privacy Laws, and taking into account the nature of Zetane’s Processing of 
Personal Information, provide reasonable assistance to enable Customer to respond to 
such enquiry or complaint in compliance with applicable Privacy Laws;  

h) implement reasonable physical, technical and organizational security measures 
appropriate to the sensitivity of the Personal Information and risks associated with the 
Processing that are designed to protect Personal Information against loss, theft, damage 
and unauthorized or unlawful access, use, disclosure or destruction (the “Security 
Measures”). The parties acknowledge and agree that the Security Measures as of the 
Effective Date are set out in Annex B. Zetane will carry out regular reviews of the 
Security Measures to assess their continuing appropriateness and will not materially 
lower the standard of the Security Measures without the prior written approval of 
Customer;  

i) authorize access to Personal Information by its employees and agents only if (i) they 
need to have access to the Personal Information in connection with performing Zetane’s 
rights or obligations as set out in the Agreement, and (ii) they have agreed in writing, 
or are otherwise legally bound, to protect the confidentiality and security of Personal 
Information;  

j) ensure that each employee of Zetane involved in rendering the Services is appropriately 
screened to confirm the suitability of the performance of their duties in connection with 
the Services, including the Processing of Personal Information;  

k) at Customer’s reasonable request, and taking into account the nature of the Processing 
and the Personal Information available to it, provide reasonable assistance to Customer 
as necessary for Customer to meet its obligations under Privacy Laws in connection 
with: 

i. obligations relating to ensuring the security and integrity of Personal 
Information; 

ii. obligations relating to notifications and communication of Privacy Breaches as 
required by Privacy Laws to the Supervisory Authority and/or any affected Data 
Subjects; and 
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iii. undertaking any Data Protection Impact Assessments that are required by 
Privacy Laws and, where necessary, consulting with the relevant Supervisory 
Authority in respect of any such Data Protection Impact Assessments; 

l) be permitted to generate anonymous data that is non-identifiable as to any individual 
and otherwise no longer constitutes “personal information”, “personal data” or 
equivalent terms under applicable Privacy Laws (“Anonymous Data”). For the 
avoidance of doubt, the Processing of Anonymous Data will not be subject to the terms 
of this Addendum; and 

m) notify Customer if Zetane determines it can no longer meet its obligations under this 
Addendum.  

3. Audit Rights 
 

Zetane will provide, and Customer agrees to accept, Zetane’s most current third-party 
certifications as may be relevant and available in respect of the Services. Zetane will 
provide Customer (or its representatives) with access to reasonably requested information 
as necessary to demonstrate Zetane’s compliance with this Addendum Without limiting 
the foregoing, Customer has the right, upon providing reasonable notice to Zetane, to take 
reasonable and appropriate steps to ensure that Zetane uses the Personal Information in a 
manner consistent with the Customer’s obligations under California Privacy Law and to 
stop and remediate any use of Personal Information by Zetane that is in violation of this 
Addendum. 

 
4. Sub-processing  

 
4.1. Subject to Section 6, Customer acknowledges and agrees that Zetane will use sub-

processors (including Zetane affiliates as applicable) to Process Personal Information. 
Zetane will enter into a written agreement with each such sub-processor that imposes 
obligations on the sub-processor that are substantially similar to those imposed on Zetane 
under this Addendum. Zetane will remain responsible for any breaches of this Addendum 
that are caused by an act or omission of any of its sub-processors to the same extent as 
though caused by an act or omission of Zetane. 

 

5. Privacy Breach Response 
 
Zetane will notify Customer in writing without undue delay upon Zetane becoming aware 
of a Privacy Breach. Zetane will make commercially reasonable efforts to contain and 
remediate the Privacy Breach and will keep Customer informed of material developments 
in connection with the Privacy Breach. 
 

6. EU Data Transfers 
 
Customer acknowledges and agrees that in the course of providing the Services to 
Customer, Zetane may transfer Personal Information that is subject to EU GDPR or UK 
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GDPR to sub-processors in countries outside of the European Economic Area or the United 
Kingdom, respectively. Subject to Section 4 of this Addendum, Zetane will ensure that any 
such transfers to sub-processors in countries that do not ensure an adequate level of data 
protection within the meaning of EU GDPR or UK GDPR are subject to the Standard 
Contractual Clauses. 

 
7. Return or Destruction 

 
Upon the termination of the Agreement or at such earlier time as instructed by Customer 
in writing, Zetane will delete (or, at Customer’s written request, return) the Personal 
Information, subject to Zetane’s requirements to retain Personal Information in order to 
comply with its legal or regulatory obligations or as otherwise necessary in the context of 
any disputes or litigation. In such event, Zetane will continue to protect the confidentiality 
of the Personal Information in accordance with applicable law.  

 
8. Updates to this Addendum 

 
In the event of material changes to applicable Privacy Laws, including, but not limited to, 
the amendment, revision or introduction of new laws, regulations, or other legally binding 
requirements to which either party is subject, the parties agree to revisit the terms of this 
Addendum, and negotiate any appropriate or necessary updates in good faith, including the 
addition, amendment, or replacement of any schedules.   
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ANNEX A 
DATA PROCESSING DESCRIPTION 

 
Nature and Purposes of the Processing. 
The nature of the Processing is to provide a software platform in which Customers may input 
Customer Data (including Personal Information as the case may be) for the usage of 
workflows, tools and chat interactions. 
Personal Information is Processed for the following purposes: 

● To interact with workflows, tools and chats on the platform. 
 

Categories of Data and Data Subjects. 
The following types of Personal Information will be Processed: 

● Personal Information inputted by Customers in the course of using the Services. 

The following categories of Data Subjects are involved: 
● Data Subjects whose Personal Information is under the custody or control of 

Customers and is inputted by Customers in the course of using the Services. 
 

Duration of the Processing. 

The duration of the Processing is the duration of the Agreement. 
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ANNEX B 

SECURITY MEASURES 
 

1. Administrative Safeguards 

• Access controls based on the principle of least privilege, with employees authorized to 
access only the data required for their duties 

• Regular access reviews to verify appropriateness of permissions 
• Security awareness training for all personnel with access to Personal Data 
• Documented incident response procedures, including identification, containment, 

notification, and remediation 
• Vendor and subprocessor risk assessments prior to engagement 
• Change management controls for systems processing Personal Data 

2. Technical Safeguards 

• Encryption of Personal Data in transit (TLS 1.2+) and at rest (AES-256) 
• Key management procedures including regular key rotation 
• Bring-your-own-key (BYOK) option for Customer-managed encryption keys 
• Web application firewalls 
• Intrusion detection and prevention systems 
• Centralized logging, monitoring, and audit trails 
• Vulnerability management program including regular patching 
• Network segmentation to isolate production environments 
• Endpoint protection on all devices with access to production systems 
• Minimum password complexity requirements and multi-factor authentication 
• Secure software development lifecycle practices 
• Automated backup and disaster recovery procedures with defined recovery time and 

recovery point objectives 
• Data retention and secure deletion procedures upon termination or request 

3. Physical Safeguards 

• Production infrastructure hosted in Google Cloud Platform data centres certified to ISO 
27001, SOC 2 Type II, and Protected B standards 

• Physical access to data centre facilities managed by Google Cloud in accordance with 
their published security certifications 

4. Organizational Safeguards 

• Business continuity plan maintained and tested regularly 
• Periodic penetration testing and security assessments by qualified personnel 
• ISO 27001 certified information security management system 
• Compliance with Quebec Law 25 (Loi modernisant des dispositions législatives en 

matière de protection des renseignements personnels), including privacy impact 
assessments, privacy-by-default settings, and designated privacy officer 
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ANNEX C 

SUB-PROCESSORS 

 
Sub-processor Activity Jurisdiction(s) 

Google Cloud 
Computer storage, network services, and 
hosting services, including the provision of 
cloud computing infrastructure. 

Canada or United States 

PostHog Analytics United States, Opt-out available 

Sentry Error Logging United States, Opt-out available 

Auth0 Authentication United States, End user authentication 
integration available 

Stripe Payment Processing United States 

 
 

 


